10 Steps...
?

...TO A
SUCCESSFUL
CLOUD MIGRATION

Introduction

W

ith 95% of businesses responding to RightScale's
State of the Cloud Report survey indicating they
have adopted some level of cloud computing,
you may be thinking about migrating some or part of your
infrastructure to the cloud. For a cloud migration to be
successful, the process and approach need to be well
thought out.
In this e-book, we will outline the 10 steps that need to be
taken for the migration to be successful. Keep in mind that
every company is different and your unique requirements
need to be taken into consideration when migrating your
infrastructure to the cloud.
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Let’s go through the 10 steps to a successful migration.
?

STEP 1

industry uses that are better suited to on premise servers.

Why do you want to migrate?

	It is important that you thoroughly understand your IT environment
and identify the applications that can be migrated to the cloud to start
with those. For those that cannot, you will at least be able to develop a
plan for either upgrading to cloud friendly versions or know that those
applications will be managed differently.

There are some many great reasons to migrate your infrastructure to the
cloud and each company has to determine the “why”.
Is it that you need to address security challenges? Is it that you are trying
to reduce your IT costs? Is it that you need the flexibility that the cloud can
provide? Is it all of the above?

• Current infrastructure
	The next step after determining what applications you will migrate, is
auditing your current infrastructure. This will allow you to determine what
needs to be migrated and the best way to do this.

Determining what your goals and objectives for migrating your infrastructure
to the cloud is an important first step as this provides everyone with your
vision and the benefits that your company will leverage by migrating.

Some of the items you need to look at are:
	o Data
		 • How much data are you creating and storing daily,
monthly, yearly?

STEP 2

What is your current state?

			 • How fast is that growing?
o Storage
			 • How much are you using?

This is an important step as it will be the foundation of the decisions you
make going forward.

			 • What types of storage are you using?

Understanding your current IT environment, IT costs, IT resources you
have and the applications you want to migrate to the cloud will help you
make knowledgeable decisions when migrating to the cloud.
These are the key items you should assess.

o

What kind of databases do you use?

o

What analytics tools and programs do you use?

o

What is the percentage of downtime you have?

o

What does your network look like?

•	
What are your costs for your current IT environment?

•	What applications will you migrate?
	Although the benefits of moving to cloud are numerous, not every
software application or IT environment is cloud friendly. For example,
there may be some legacy software applications that were not built to
work in the cloud. It may be that there are specific platforms that your

	Analysing the current costs of your IT including equipment and
resources will help you in several ways including giving you a baseline
for comparison against cloud costs, identify inefficiencies, and help
you find areas that need to be improved.
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Let’s go through the 10 steps to a successful migration (continued)
Here are some questions to ask:

Here are some of the considerations when choosing a partner:

o	What was the cost of your physical server or severs and
what is the cost of ongoing maintenance?

•	Experience – what is the partner’s experience in cloud migration projects
and more specifically with projects similar in scope to yours?

o	How many people do you have maintaining your servers
and what do you pay them in total?

•	Clients – Have they worked with clients similar in size and industries to
yours?

o	There are indirect costs that you may not be taking into account
which need to be included in your costs. How much are you
paying for:

•	Certifications – Are they certified in the solution they are offering.
Relevant experience is very important but certifications provide you with
the confidence that they are knowledgeable about the solution they are
offering.

			

• The cost of the space of the datacentre or room
your servers are in

STEP 4

			 • Any physical security costs for keeping the servers secure

Make sure your business case
for migrating is solid

			 • Power costs
			 • HVAC costs
o	What does your server management tool cost?

The benefits of the cloud and the improvements your business can gain
from migrating to the cloud are numerous however, it can be a disruptive
process. You need to make sure that your business case is solid so you
have buy-in from all in your organization.

o	What other costs are you incurring for the maintenance and
upkeep of your infrastructure?

STEP 3

To do this, you need to elaborate on the migration goals you set in Step 1
and perform an objective analysis of the gains you will make from migrating
to the cloud. An objective analysis also includes the possible challenges or
cons. It is possible that some departments are negatively impacted. Those
need to be identified and expectations set.

Find the right cloud migration partner
This step can be done at anytime and really depends on your comfort level
with performing some of the tasks that need to be done for a successful
cloud migration. From our experience, having a trusted partner early in the
process can be the difference between a successful and an unsuccessful
migration.

Doing a thorough analysis and identifying the positives and negatives will
allow you to undertake the migration with confidence and with the ability
to address the challenges. In addition, buy-in from all stakeholders will
be easier to attain as everyone know what to expect and how they will be
impacted.

A good partner can help with properly analysing your needs, proposing the
best solutions and delivering a good migration experience.
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Let’s go through the 10 steps to a successful migration (continued)

STEP 5

o	Server residence – In some cases, the servers you are using may be
deployed in foreign countries where data security regulations may be
different and may not meet your compliance or security standards.
Always verify that you can choose where your data is stored.

Public, Private or Hybrid Cloud?
Beginning with this step you will begin to make decisions to map out the
best cloud environment based on the requirements you documented in
Step 2. Your first decision is determining whether you will go with a Public,
Private or Hybrid cloud solution. Let’s have a look at the different offerings
and their advantages and disadvantages.

• Private Clouds
	Private cloud infrastructure can only be accessed by a single client.
This is the primary difference when compared to public clouds where
there may be many, many companies that are sharing the infrastructure.
Private clouds can be maintained either onsite or at a third party
datacentre.

• Public Clouds
	These are cloud platforms where the technology infrastructure is shared
amongst many companies and is available on-demand. Examples of
such offerings are Microsoft Azure, Amazon Web Services and Google
Cloud.

Advantages include:
o	High level of control over servers and data – you have complete
control over where the data is stored and who has access thereby
theoretically decreasing the probability of a data breach.

Advantages include:
o

Flexibility – customized to your needs

o

Scalability – scale up or down as you require

o	Control over the infrastructure – allows you to personalize the storage
and networking components to your liking.
Disadvantages include:

o	Pay as you go – you pay for the resources you
need when you need them
o

Relatively easy to set up

o	Higher upfront costs – this is due to the higher levels of
customization.

o

Cost effective since resources are shared

o

o

Reliable

o	Set up and maintenance of a private cloud is more expensive
since time and resources required are higher.

Disadvantages include:

Remote access to data is more difficult.

• Hybrid Clouds

o	Control – you may have less control of your servers and data since
they are operated by a third party

	Hybrid clouds basically brings the public and private cloud together
taking the best of the two environments and combining them into one
solution. You can choose to take advantage of the scalability, flexibility
and cost effectiveness of the public cloud while retaining the control
and security offered by a private cloud. For example, you can choose to

o	Vendor lock-in – this may make it more difficult to move to a different
public cloud provider or back to an on-premise infrastructure
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Let’s go through the 10 steps to a successful migration (continued)
store less sensitive information such as marketing materials and sales
collateral on a public cloud while keeping sensitive information such as
customer data (credit cards, bank accounts etc.) in a private cloud.

• What kind of automation are you looking for?
Not only do you need to list the components you need but it is important
that they are prioritized as well. This will be a determining factor in the
success of your cloud migration.

Advantages include:
o	Balance – this option allows you to find the ideal balance you may be
looking for in terms of cost, security, scalability and flexibility.

STEP 7

Choose the right cloud provider for you

Disadvantages include:
o	Resources, costs and compatibility between clouds – building and
maintaining hybrid clouds requires advanced skills with the ability to
ensure that proper communication occurs between applications and
data that may reside on different platforms. There are more moving
parts which in turn will increase costs.

Again, an important step. You know what your goals are in migrating to
the cloud (Step 1) and you know the components you need (Step 6). Given
this information, which cloud provider provides what you need in order to
achieve your goals.

STEP 6

The same process as you used in Step 3 to choose a migration partner
should be used to choose a cloud provider. You need to make sure you
trust the provider, that their technology is solid, that they can provide what
you need and they can deliver what they promise.

Know the cloud components needed
This step entails determining the specific components needed to either
maintain or improve on your current infrastructure. You will need to take into
account things like the core components of your current infrastructure and
how they deliver the applications you are migrating to the cloud. How can
you improve on your current environment. Ask yourself these questions

STEP 8

Build your migration plan
Having a solid migration plan is important as it provides everyone with a
roadmap so they all know exactly what needs to be done and when. The
plan allows everyone to be on the same page with the migration.

•	Where are your customers and how are they distributed? In one city,
one province, one country, multiple countries?
•	What kind of databases will you use to store data?

Here are some of the questions a good migration plan should answer:

•	Will you be delivering a great deal of content? How fast?
• What level of computing power do you need?
•	Do you need load balancing to make sure your environment is reliable?
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Let’s go through the 10 steps to a successful migration (continued)
• What will a successful migration look like?

• Training

o	Set milestones and deadlines to keep things on track
o

o	Develop and make available training materials and schedules so that
all stakeholders involved in the transition are trained on the process
changes.

define key metrics to measure success

•	How will the new cloud environment be deployed?

•	What will be done with the on-premise equipment and resources?

o	What is the process to moving to the production environment?

o	Have a plan for the servers, datacentre real estate and other
resources that you were using in your on-premise solution. Is there
another use for them or can you find another home for them?

o	What is the timing of moving to the production environment?
o

What are the tools that will be used?

o	How will you minimize disruption and downtime?

STEP 9

•	In what order will applications and environments be migrated?

Execution

o	Non-critical applications should be migrated first to minimize
disruptions early in the process. The business critical applications
come after you have worked out any issues in the process.

This is crunch time. This is where the plan now becomes reality. Here are
the steps to executing the plan successfully.

•	What will the new environment in the cloud look like?

• Back Up

o	How will all the components (determined in Step 6) work together to
create the cloud environment and what will that look like?

o	Servers, data and other infrastructure need to be backed up to
ensure nothing is lost during the migration. This will maintain
application uptime during the migration process.

• Who does what?
o	Clearly define roles, required skills and identify the people in
each role.

o	Backup your data using both on-premise and cloud back up
solutions to be doubly sure that the data is secure.

•	Will there be any process changes due to the migration to the cloud?

• Deploy

o	Understand if and what processes will change for the different
stakeholders and communicate them.

o	Set up your cloud environment as you built it in your migration plan.
This means provisioning, connecting and testing all the compute,
storage, database security and other cloud components.

o	Provide the stakeholders with they information they need to be
prepared.
o	Provide information on who will be monitoring the changes
and how troubleshooting will be handled.
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Let’s go through the 10 steps to a successful migration (continued)
• Migrate
o	Now it’s time to migrate your servers, data and applications.
One at a time. This is a big step. You don’t want to rush it. Everything
should be tested and documented to make sure it all works
according to plan.
• Validate
o

Test to make sure all data has been migrated and secure.

o	Test that all functionality in the migrated applications work as
expected.
o	Address any issues that may have come up during the migration
and document for any future migrations
o	Improve the performance of the production environment. This
may include user permissions, load balancing, security and other
changes.

STEP 10

Monitor the production environment
The new cloud environment should be monitored after the migration. It is a
new environment after all. Put tools and processes in place to help identify
and resolve any issues that might come up after the migration. Things like:
• Issue tracking and management process
•	Follow up meetings with all stakeholders to discuss issues and learnings
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Your decision to migrate your
infrastructure to the cloud was based
on careful analysis and the conclusion
that your business will benefit from
moving to the cloud. Migrating
successfully to the cloud does require
a good solid plan and the 10 steps
presented here are a great start.
Getting help from knowledgeable
partners, like MicroAge, can make a
difference as well.

CONCLUSION
CALL US,

we would be happy
to have a chat about
cloud with you.
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About MicroAge
Operating in Canada since 1981, the
MicroAge network delivers IT Services
and Solutions through 30 locations from
coast to coast. We provide businesses with
access to over 400 knowledgeable, certified
technicians, national service delivery,
logistical support and distribution, and of
course, Managed IT Services. MicroAge
helps businesses of all sizes leverage their
technology investments to address their
business requirements. We offer peace of
mind to allow you to focus on your business
while we take care of your IT.
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Contact MicroAge to learn more
about cloud migration.
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