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These days you can’t avoid hearing that an 
organization has been the victim of a cybersecurity 
attack  We usually hear about the big breaches  
Examples include the University of Calgary 
ransomware attack costing $20K, Equifax where 
the personal data, including social security 
numbers, credit cards, driver’s licenses and other 
sensitive information, of over 145 million people 
was access and stolen, and the Wannacry attack 
across multiple continents crippling health centres 
and businesses in numerous countries  

But Cybersecurity is not just an issue for large 
organizations  Of the 60% of Canadian businesses 
who reported losses resulting from security 
breaches, 71% were SMBs  In a survey from a well 
known data protection provider Survey Results, 
$5 7 million was paid out to attackers by Canadian 
SMBs over a 12-month period ending in June 2017  

Bottom line, whether you are a large or small 
organization, you could become a victim of a 
cyberattack  Really, it is not a question of if but a 
question of when 

The goal for this e-book is to make you aware of 
the common threats that exist, what they can do to 
your systems and what you can do to avoid or at 
least minimize the risks of being breached 

Let’s start with a few definitions 
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https://www.itworldcanada.com/article/canadian-smbs-hit-by-ransomware-paid-out-5-7-million-over-12-months-survey/399556
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** 

*** 

https://www.techopedia.com/definition/24748/cyberattack 

http://whatis.techtarget.com/definition/cybersecurity 

https://en.oxforddictionaries.com/definition/cyberthreat

Definitions

What is...
   a cyberattack?
   A cyberattack is deliberate exploitation of computer 

systems, technology-dependent enterprises and 
networks  Cyberattacks use malicious code to alter 
computer code, logic or data, resulting in disruptive 
consequences that can compromise data and lead 
to cybercrimes, such as information and identity 
theft *

   cybersecurity?
   Cybersecurity is the body of technologies, 

processes and practices designed to protect 
networks, computers, programs and data from 
attack, damage, or unauthorized access  In 
a computing context, security includes both 
cybersecurity and physical security **

   a cyberthreat?
   The possibility of a malicious attempt to damage or 

disrupt a computer network or system ***

https://www.techopedia.com/definition/24748/cyberattack
http://whatis.techtarget.com/definition/cybersecurity
https://en.oxforddictionaries.com/definition/cyberthreat
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Threats, Frauds and Scams - Identification and Defence (continued)

Hacking

This term is used to describe an action or actions taken to 
gain unauthorized access to your systems  With the tools, 
techniques and information available on the internet almost 
anyone can hack or perform malicious activities if they really 
want to  Basically, we are talking about the process by which 
cybercriminals gain access to your systems 

How do they do this? They find weaknesses, vulnerabilities, 
and bugs that exist in your security settings and exploit 
them to access your data  Once they find their way 
in, they install Malware (which we will get into 
more details below) to cause havoc and/or to 
access sensitive or confidential information  
The weaknesses, vulnerabilities and bugs can 
exist in the equipment that is being used or in 
the applications your team is using and let’s 
not forget the human error factor which is 
responsible for 30% of security breaches 

Malware

This is defined as malicious software or code that infects 
your systems  The malicious software can come in the form 
of computer viruses, worms, Trojan horses, spyware, adware, 
botnets, and ransomware to name a few  Malware is one of 
the more common ways cybercriminals use to infiltrate and/or 
damage your systems 

Some of the damage malware can cause  
includes but is not limited to:

•   Reformatting the hard drive of your computer   
     causing you to lose all of your information

•   Alter or delete files
•   Steal sensitive information
•   Send emails on behalf of the infected user
•   Take control of a system and all of  
     the software running on it
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Let’s get  
into a  

little more  
detail on the  

different  
threats that  

exist.

Computer Viruses

Most people have heard about computer viruses 
and many have experienced an infection. Let’s get 
more specific about what they are exactly and what 
damage they can cause. 

Computer viruses are malicious computer programs 
that are often sent as an email attachment or a 
download with the intent of infecting a system as well 
as the computers of everyone in that user’s contact 
list. In some cases, just visiting a website can start an 
automatic download of a virus.  

What can Viruses do once they have  
infected a computer?

• Send spam
•  Allow cybercriminals to access a user’s  

computer and their contact lists
•  Scan a user’s computer to find personal 

information such as passwords
• Hijack web browsers
• Disable security settings
• Display unwanted ads
•  When a program is running with a virus attached 

to it, the virus can infiltrate the hard drive and also 
spread to USB keys and external hard drives. In 
addition, if an attachment is created using the 
infected program and is sent to other people, they 
can also be infected with the virus

What are the symptoms of an infected computer?

•  The computer may take longer than usual to start 
up or it may restart on its own or it may not start 
up at all

• It may take a long time to launch a program
• Files or data may disappear
• The system and programs may crash constantly
• Web pages may be slow to load
•  The homepage that was set up by a user on the 

web browser may be different
• The computer screen looks distorted
• Programs start running by themselves
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Worms

A worm lives in the computer’s memory  It does 
not damage or alter the hard drive but propagates 
by sending itself to other systems connected to 
the network whether those systems are internal 
to the business or through the Internet  Unlike 
a computer virus that attaches itself to files or 
programs, a worm works on its own  Worms are a 
common threat to computers and the Internet as 
a whole 

What can Worms do once they have  
infiltrated a computer?

•  They spread to everyone on a user’s  
contact list

•  Cause a lot of damage by shutting down parts 
of the Internet, wreaking havoc on internal 
networks and costing businesses an enormous 
amount of money in lost revenue and 
productivity

Trojan Horses

This is a malicious software that is embedded 
within or disguised as legitimate software  It is 
an executable file that will install itself and run 
automatically once it’s downloaded  

What damage can Trojan Horses do? 

• Delete files

• Use a computer to hack other computers

• Watch a user through the web cam

• Log keystrokes 

•  Record usernames, passwords and other  
personal information

Botnets

These are a collection of software robots, 
commonly known as bots, that creates an army 
of infected computers, known as zombies, which 
are remotely controlled by the creator of the 
bots  Botnets go largely undetected and a user’s 
computer maybe a zombie without the user being 
aware  

What can Botnets do through infected 
computers?

• Send spam emails with viruses attached

• Spread all types of malware

•  Use a zombie computer as part of a denial of  
service attack (more on this below)

Distributed denial-of-service (DDoS) 

This is an attack in which a network of zombie 
(infected) computers sabotage a specific website 
or server  Basically the cybercriminal commands 
the zombie computers to contact the website or 
server over and over again  

What are the results of DDoS?

The increase in the volume of traffic directed at  
the website or server by the zombies overloads 
the systems causing them to be slow or completely 
shut down so that they become inaccessible to 
legitimate users  These attacks are known as 
“distributed” attacks because the attacker is  
using multiple computers to launch the denial- 
of-service attacks 

Spam

Spam is the mass distribution of unsolicited 
messages, advertising or pornography to email 
addresses which can easily be found on the 
Internet through social networking sites, company 
websites and blogs 

What can Spam do?

• Annoy users with unwanted junk emails

•  Phish (see below) for information by tricking 
users into following links or taking action to 
provide the information requested

•  Provide a vehicle for malware, scams,  
fraud and threats

Threats, Frauds and Scams - Identification and Defence (continued)
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Spyware (and Adware)

This is software that collects personal information 
about the user without their knowledge  They 
often come in the form of a “free” download 
and are installed automatically with or without a 
user’s consent  This type of software is difficult to 
remove and can infect a computer with viruses 

What can Spyware do?

•  Collect information about a user and provide it 
to third parties  Information such as usernames, 
passwords, surfing habits, applications that 
users download, computer settings and other 
information can be collected and provided to 
third parties

•  Take a user to an 
unwanted site 
or inundate the 
computer with 
uncontrollable 
pop-up 
ads

Wi-Fi Eavesdropping

This is another method used by  
cybercriminals to capture personal  
information  The cybercriminals “listen”, virtually, 
for information that may be valuable to them 
that is shared over an unsecure (unencrypted) 
Wi-Fi network that you would find in an airport, 
restaurant or coffee shop for example 

What can cybercriminals do as they eavesdrop 
through unencrypted Wi-Fi networks?

•  Allows the cybercriminals to access a user’s 
computer

•  Steal personal information including logins and 
passwords

WPA2 Handshake Vulnerabilities

The Key reinstallation attack, or Krack as it is 
known, allows cybercriminals to read encrypted 

network traffic on a Wi-Fi Protected Access 
II (WPA2) router and send traffic back to 

the network  Any devices connected to 
the network whether it is a notebook, 
smartphone, tablet or even a USB key, 
can be read by the attacker  

What can cybercriminals do if  
they exploit this vulnerability?

•   Steal sensitive information

•   Insert malware 

The good news is that Krack does not divulge Wi-
Fi passwords to the attackers nor does it permit a 
malicious device to be connected to the network  
Krack is also unable to compromise Virtual Private 
Networks (VPN) or HTTPS protocols which are 
used by online shopping sites and banking sites 

Spoofing

This is a technique used by cybercriminals 
to create a website or an email address that 
looks like it is legitimate  The website links or 
the email addresses are so close to known or 
trusted entities that it makes it difficult to discern 
the legitimate from the illegitimate  Spoofing is 
commonly used in conjunction with Pharming and 
Phishing attacks which we will describe below 

Common uses for Spoofing

•  Send spam from a user’s email address or a 
variation very close to that of the user to their 
contact list

•  Recreate websites that closely resemble 
legitimate sites that require logins or other 
sensitive information to be entered
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Phishing

Similar to Pharming in that 
cybercriminals use Spoofing 
techniques to create fake emails, 
text messages, websites that 
look like legitimate messages 
or organizations  Phishing is a favourite with 
cybercriminals as it is easy to execute and 
can produce the results they are looking for  
with very little effort 

What happens in a phishing attack?

•  Phishing attacks can trick users into 
providing information by asking them to 
update, validate or confirm their accounts  
Often the request is presented in an official 
or intimidating manner to encourage 
phishing victims to take action

•  Cybercriminals collect usernames and 
passwords allowing them to access 
sensitive information

Pharming

This is a common form of online fraud  The 
cybercriminals use this method to point 
users to a malicious or illegitimate website 
by redirecting the legitimate URL  In some 
cases, the attackers are sophisticated enough 
to redirect to a fake website even when the 
legitimate URL is entered  They trick users 
into believing that it is a legitimate website by 
“spoofing” or looking almost identical to an 
actual site  

The results of Pharming?

•  A user can unknowingly provide personal 
or sensitive information to a cybercriminal 
with malicious intent

Ransomware

These types of attacks first appeared around 
2013 and seem to have increased over the 
years to the point that we receive calls from 
clients across the country who have been 
attacked almost weekly   

So what is ransomware exactly?

It is a type of malicious software that restricts 
or denies access to systems and files  The 
attacker will then display a message that 
demands payment (ransom) in order to regain 
access  The two most common means of a 
ransomware infection seem to be phishing 
emails that contain malicious attachments 
and/or links and website pop-up ads  

There are two common types of 
ransomware:

•  Lockscreen ransomware: displays an 
image that prevents a user from accessing 
their computer

•  Encryption ransomware: encrypts files on 
a system’s hard drive or shared network 
drives, USB drives, external hard drives 
and some cloud storage drives preventing 
users from opening the files

In either case, Ransomware will display a 
notification stating that the data has been 
locked and demands payment, typically 

with Bitcoin, to regain access  
Unfortunately, even if you pay the 
ransom, there are no guarantees that 
you will get your data back  

Threats, Frauds and Scams - Identification and Defence (continued)
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Now that we have identified and defined the most 

common threats, what can you do to protect your 

business or at least minimize the risks of these 

threats?  We will split the approaches in two sections: 

Preventative measures and Recovery measures  Both 

need to be in place and are equally important  

Defence



10 11

1. Firewall

  Firewalls are a very important part of good business 
security measures  A firewall establishes a barrier 
between a trusted internal network and untrusted 
external networks such as the Internet   It monitors 
and controls incoming and outgoing traffic based on 
predetermined security rules  There are a few things 
to keep in mind about firewalls to ensure that they 
are protecting your business as they should be 

 •     The firewall chosen needs to meet your 
organization’s requirements, and it needs to be a 
business grade firewall

 •     It needs to be properly configured to ensure it is 
monitoring and controlling traffic 

 •     There needs to be a process by which the firewall 
is being monitored and managed to ensure that it 
is up to date and performing the tasks properly

2.  Antivirus and Antispam  
Software

  Again, Antivirus and Antispam 
software are an essential part of 
good business security measures  
These types of software serve to 
prevent, detect, and remove malicious 
software and combat against the proliferation 
of spam by blocking and filtering emails  There 
are many very good options and the solutions 
should reflect your organization’s needs  Again, it 
is important to keep the following in mind to ensure 
this software is protecting your business 

 •     The software needs to be properly installed and 
configured

 •     The software is constantly being updated as 
new threats pop up  It is very important that the 
updates are applied regularly

 •     Today, antivirus and antispam software is sold as 
a subscription  Ensure that the subscriptions do 
not expire

 •     Again, these are not solutions that you set up 
and then forget  They need to be managed and 
monitored to ensure they are performing the 
security tasks properly

Preventative 
MeasuresDefence
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3. IT Best Practices

a. Patch Management 
As part of the preventative measures, patch 

management plays an important role 
as manufacturers release patches for 

their solutions to fix bugs and make 
improvements but for the most part, 
they release patches to address 
security issues  You need to be 
vigilant in applying patches whether 
they are for the infrastructure, 
workstations or the applications 

being used  It is also very important 
to ensure that there is a process 

to monitor the patch releases and to 
manage their application    

b.  Passwords  
As annoying as users may find this, as a 
business, you should expect and require 
the following from your users to make it 
more difficult for cybercriminals to crack 
the code 

 •     Require a minimum length for 
passwords

 •     Require that users have complex 
passwords that include letters, 
numbers and symbols

 •     Require that passwords are changed 
regularly

c.  Do not allow or minimize unsecured 
remote access to the network

 •     Enforce the use of Virtual Private 
network (VPN) connection

 •     Block unsecured remote access tools 
through your firewalls

 •     Apply the policies to all devices 
that can connect to your network 
i e  desktop computers, tablets, 
notebooks, smartphones etc 

d.   Adopt two-factor or multi-factor 
authentication 
This provides a higher level of security by 
requiring users to provide a minimum of 
two but could be more pieces of evidence 
to an authentication mechanism to prove 
who they are before they gain access to 
system  

e.  There are other best practices that are 
becoming common practice and part of 
the preventative measures toolkit:

 •     Performing regular vulnerability scans – 
these are tools that scan IP addresses 
for known vulnerabilities to identify 
system weaknesses

 •     Penetration testing (pen test) – These 
are authorized simulated attacks on a 
computer system which is performed 
to evaluate the security of the system

 •     Dark web monitoring to look for 
compromised or stolen credentials that 
can be used to exploit employees and 
customers

4.  Creating a Human Firewall

  Your employees can be your weakest 
link or your best line of defence against 
cyberattacks  When you consider that 
over 30% of cybersecurity breaches are 
the result of human error, it goes without 
saying that educating your employees 
cannot be ignored and is essential to 
preventing attacks  

 Focus on:

 •     Making your employees aware of the 
threats and risks

 •     Educating them on how to recognize 
suspicious emails and websites

 •     Using tools to test your employees to 
determine if additional education is 
required

 •     Ensuring that the education is  
repeated on an ongoing basis

 •     Making the program a part  
of your onboarding  
process for new hires
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Defence (continued)

1.   Backup

  Doing all of 
the above and 
being diligent about 
security will considerably 
reduce the risks of an attack but there 
is no way to 100% guarantee that your 
organization will not be attacked  The 
increased pace at which threats are 
released and vulnerabilities are exploited, 
the sophistication of cybercriminals and 
the financial gains from attacks are such 
that it makes it difficult to keep ahead 
of the bad guys  Think of Backup as an 
insurance policy in case, or more likely, 
when something happens  If all of your 
data, including client information, financial 
and accounting information, applications, 
employee information and so on are 
backed up and accessible, the losses are 
minimized  When talking about losses 
we are referring to productivity losses, 
financial losses, and reputational losses 
to name a few  All of which can cause 
considerable damage to an SMB  There 
are a few things to keep in mind regarding 
properly backing up your data 

 •     Validate that you are using the right 
solution for your needs  There are 
cloud options and on-premise options  
Determine what is right for you

  
 •     Determine the appropriate timeline for 

backing up i e  once  per day, twice per 
day, every hour

 •     Sounds obvious but, ensure that your 
data is being backed up properly and 
know what data is being backed up 
which takes us to … 

 •     Monitor, manage and test the backups 
to make sure they are being done 
properly and to avoid any surprises   

2. Data Recovery Plan

  No matter what size business you have, 
you need a data recovery plan  Again, if/
when something happens you want to 
be able to depend on a plan to recover 
as quickly as possible and with the least 
amount of disruption possible  Here is what 
you need to look at to build a good plan:

 •     Define your recovery time objective  2 
hours, 24 hours, 48 hours  Determine 
what is best for your business

 •     Define your recovery point objective  
Is yesterday’s data ok or do you need 
more up to date information?

 •     Look at the different needs of the 
different departments within your  

business and address their needs  
Accounting may have different 
requirements versus the Sales 
department

 •     Make a short, medium and long-term 
plan based on priorities  Maybe you 
don’t need all of your data within 2 
hours  Maybe some data can wait 72 
hours to be recovered

 •     The plan should address multiple 
levels  Look at prioritizing by 
application, service or an entire site

 •     Communicate the plan to everyone in 
your organization 

 •     Test regularly to ensure it meets  
your requirements and make  
improvements where  
necessary

Recovery Measures
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C o n c l u s i o n
Cybersecurity can be scary  There are so 

many threats out there and they seem 

to be multiplying exponentially  The 

more you know and understand about 

the threats, the better you can protect 

your business  We recommend that you 

ensure that you have the right security in 

place to address your needs  If you don’t 

have the resources internally or lack 

the expertise, consider working with a 

service provider, like MicroAge, who can 

help you assess your situation, identify 

any gaps, educate your people and 

manage your security for you so you can 

focus on your business 
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About MicroAge
Operating in Canada since 1981, 

the MicroAge network delivers IT 

Services and Solutions through 30 

locations from coast to coast  We 

provide businesses with access to 

over 400 knowledgeable, certified 

technicians, national service delivery, 

logistical support and distribution, 

and of course, Managed IT Services  

MicroAge helps businesses of all 

sizes leverage their technology 

investments to address their 

business requirements   We offer 

peace of mind to allow you to focus 

on your business while we take care 

of your IT 
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Contact MicroAge 
to learn more  
about cybersecurity 
and to get help 
making sure your 
business is properly 
protected.

http://www.microage.ca

